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ABSTRACT

Having relevant, up-to-date information about aqudts health
care history is often crucial for providing the emmiate
treatment. In Denmark, it-systems have been boilsupport
different work flows in the health sector, but thgstems are
rarely connected and have become islands of data.

To remedy this situation, a service-oriented aedhitre based on
web services for online exchange of health cara Hatween the
vast array of heterogeneous it-systems in the isiech®ing built.

The architecture forms a federation of web servamed enables
secure and reliable authentication of end-users systems in
the Danish health sector. The architecture is basedational

and international standards and specifications.itveefines its

own profile for secure interchange of data due téaek of

available international profiles that could hanitle special need
of the health sector at the time of project inaapti

The architecture has been tested through a pite@rfrom mid
2005 to the end of 2007. This paper aims to comx@griences
from the project, so rich in benefits that the #ettture has been
accepted and standardized as the foundation forfufuee of
system integration in the health sector in Denmark.

Categories and Subject Descriptors
C.2.4 Distributed Systems]: Distributed applications

D.2.11 Boftwar e Ar chitectures)
D.2.12 [nteroperability]: Distributed Objects
D.2.13 Reusable Softwar €]: Reusable Libraries

General Terms
Performance, Design, Reliability, ExperimentatioBecurity,

Permission to make digital or hard copies of alpart of this work for
personal or classroom use is granted without feeigked that copies are
not made or distributed for profit or commerciavaadtage and that copies
bear this notice and the full citation on the fiyage. To copy otherwise, or
republish, to post on servers or to redistributists, requires prior specific
permission and/or a fee.

Conference’04Month 1-2, 2004, City, State, Country.

Copyright 2004 ACM 1-58113-000-0/00/0004...$5.00.

Kare Kjelstrgm
Solution Architect
Silverbullet A/S
Skovsgaardsvaenget 21
DK-8362 Hoerning, Denmark
(+45) 2092 8244

kkj@silverbullet.dk

Jan Riis
Solution Architect / Project Manager
Lakeside A/S
Aabogade 15
DK-8200 Aarhus N, Denmark
(+45) 2160 7252

jri@lakeside.dk

Human Factors, Standardization, Legal Aspects,fi¢ation.

K eywords

Federated Identity Management, Web Services, SOMLS
WS-Trust. Single-Signon, X509 Certificates, Digigignatures,
SOAP, Security Token Service, Health Care, Eledatrétatient
Records.

1. INTRODUCTION

The it-system landscape in the Danish health @gtscontains
a plethora of different systems targeting varioegds: patient
administration, general practitioning, specializade, electronic
health recording, citizen access through web bhsatth portals,
etc.

The systems fall more or less uniformly into thekssses:

1) Off-the-shelf systems typically obtained by privgtéeld
companies (e.g. health centers)

2) Tender based regional systems (e.g. for hospiaald)

3) National systems, typically tender based systenssedoby
health care related departments.

Some of these systems are integrated today, butathyp
integration has been done locally, with the aim réaluce
information redundancy. The real benefit in termgaality of
patient treatment and care, however, lies in a elegpegration
of health care systems across organizational boiggjauch that
all relevantinformation for treatment and care is made diyectl
available in the systems that the health care gsadeals use in
their daily work.

Founded in the strategic vision to strive for bettgality in
patient treatment, better systems for health caofegsionals,
and the optimization of resources, the health cetor in
Denmark has started the work on a national heakte c
architecture that supports this vision.

The quest for universal availability of relevantdanp-to-date

information has beerthe most important force, shaping the
architecture. There are, however, many other pmesnithat

govern this work, for instance the fact that instidiomain, the

“business” is never closed even if some or alltsfii-systems

become unavailable: People will still need treatnaerd care.



Therefore the architecturaustminimize the impact caused by
parts of the system becoming unavailable, mnudtsupport that
systems can go into special emergency states. Bhe systems
are unavailable the higher the risk of inefficiermyfailure in
treatment, and hence the higher the risk of phlysiaam,
adverse effect or permanent maladies.

On the technological side, most health care appdica in
Denmark are non-browser based. In most cases umsd
specialized and highly supportive systems, somgtwinich until
very recently was not feasible to build with webowser
technology.

In Denmark, the Ministry of Science, Technology d&maovation
has defined reference models and reference artthiésc for
public it-systems. All new public it-systems mustsome extent
adhere to the principles of a “service orientedhidecture”
(SOA), and systems, legacy or otherwise, shouldnbegrated
using web services (WS). This, of course, is trauetlie health
care sector as well.

As a consequence, the infrastructure that is ctiyréeing built
in Denmark is based on a highly integrated, redialaind fault
tolerant SOA/WS architecture, where most existipgliaations
are not based on web technology.

In such an architecture it is vital to be ablederitify the end-
user and/or the end-user system with various degreeertainty.
It is equally vital that all systems agree uponhautication
credentials and semantics.

In 2005, the Danish health care sector launchediaative with
the purpose of analyzing and testing a combinationational
and international standards surrounding federatddntity
management.

This initiative was coined the SOSI project for f8ee Oriented
System Integration”. It was initiated by the CapiRegion of
Denmark, The Region of South Denmark, and the Danis
Medicines Agency. Present in the steering committes also
the Danish Ministry of Science, Technology and laimn. The
project was funded by Danish Regions and is noveg@md by
the Danish National eHealth initiative: Digital HgaDenmark
(SDSD).

2. CHALLENGESAND PRECONDITIONS

No it-system exists in a vacuum. Any attempt atating a
federation of heterogeneous systems that exchagagsitise
information between disparate organizations will lmind by
prerequisites given by the operating environment. the SOSI

project, it was necessary to take into account onati
standardization initiatives, and existing infrasture
components.

The Ministry of Science, Technology and Innovatilsives much
of the standardization effort in the Danish pulgéctor as well.
It does so in part by evaluating international #petions and
classifying them in an interoperability framework2]. For
Single-Signon, SAML 2.0 is classified as the pnefdr
framework of choice.

Any Danish SSO architecture should hence build ANIS and
attention was turned to profiles that were based tois
specification.

There exists within the context of SOAP based wetvices a
profusion of specifications aimed at solving vasiauell-known
issues from the world of computing: security, reilidy,
messaging, addressing, transactions, etc. Eaclfisgion adds
levels of complexity and typically provides not fjusne, but
multiple ways of achieving the same overall goald/Ao this the
fact that often times, specifications from differebodies
compete to become the de-facto standard, eachkiatjathe
problem at hand in slightly different ways: Thertie recipe for
non-interoperability.

The solution to this problem comes in the shapprofiles that
cut through the stack of specifications, pavingasrow path of
design choices for specific usage scenarios.

In the world of federated single-signon over theernet, a
number of such choices exist. OASIS defines the BAM
specification [8], which is implemented by the Imtet2 initiative
Shibboleth [3]. A large group of non-Microsoft coampes drive
The Liberty Alliance Project [10], whose specificas extend
SAML. IBM and Microsoft push the WS-Federation [4]
specification and implements support in a rangeroflucts.

When the SOSI project was initiated in mid 2005 enafi the

existing single-signon projects gave good solutidos the

particular needs for the project. Although theresvea SOAP
binding for SAML, no profile existed that laid oat complete
protocol stack for exchanging SOAP messages wittMISA
assertions, while achieving single-signon to sesvic

There was and still is a heavy bias towards pragdsSO for
browser-based clients, with specifications relyiory facilities
such as HTTP redirect and cookies. In the SOSIrétibm,
clients are typically client/server solutions, otargl-alone
systems and almost never browser based.

The lack of a useful profile brought out the fingluctant
thoughts of creating one for SOSI.

A large part of the health sector organization©anmark are

connected to the same VPN network known as “SDNie T
network was originally planned for teleconferenciagchanging

large amounts of data e.g. x-ray images, and docpagb based

applications in a secure manner.

Any organization that wants access to services BN Ss
evaluated for relevancy and must sign a mutual esgemt per
system-to-system connection. Although cumbersomhis t
procedure provides a certain degree of certairay/tthe network
is primarily made up of organizations with legalsiness in the
health sector.

The Danish national it-strategy for the health @e2003-2007
[13] positions SDN athe communication channel for health care
data. By supplying an integrity and confidentialipyotected
transport mechanism, which is immune to replaymaad-in-the-
middle attacks, and which has many of the relegegrnizations
connected already, SDN is useful for web servicewell.

Also part of the it-strategy is the mandated usedigital
signatures for secure identification of health gaeesonnel. An
important precondition in the design of a solutierould



therefore be to leverage the Danish national ¢eaté initiative,
OCES.

OCES provides a number of important infrastructyoralperties
including an embedded identifier, which can be dtated to
personal identification numbers through a securedice for
authorized organizations. Since all citizens areviged with
such a personal identification number at birth aturalization, it
has grown to become the primary key for identifmat For
instance, given a personal identification numbeis possible to
check whether that person is a health care praieaksapproved
by the National Board of Health.

Finally, yet another standardization effort fromeTWinistry of

Science, Technology and Innovation, “Ol0”, aimgsividing a
repository of reusable XML Schemas that follow pmfated

structural and naming conventions. The idea isrtonpte reuse
and increase the chance of interoperability at dehievel.

The web service body data, the actual business InoddeSOAP
envelope, should hence follow OIO guidelines anseeschemas
as appropriate or define new ones when needed.

In summary, the infrastructure should be built on:

1) Ratified
cornerstone.

2) SDN, a VPN based health care network for securespart.

3) OCES Digital signatures for identification of hémltare
personnel.

4) 0OIO XML Schemas for promoting reuse and interopiitpb
at the model level.

5) Sound design principles in particular those laid oy the
Ministry of Science, Technology and Innovation &DA.

3. THE SOSI DESIGN

A real world national Health Care architecture mbsthighly
available, efficient, stable and tamper resistantbé useful.
Hence, the first phases of the SOSI project put @fl energy in
analyzing real architectural needs for WS integrati

As of 2005 none of the SSO projects available wesb suited
for the specific needs of the Danish health caroseAll of
them were in some way or other aimed at browserdas
applications and not at pure WS integration of dtalone
systems. For instance many of them included sesvioe
components that increased system dependenciesadnsié
reducing them, thereby introducing potential singlgints of
failure.

Although many of the profiles had elements thaldde reused,
the use-cases and interaction schemes were offttafgbasic
SAML and WS-Trust based profile [5] was thereforeated
based on the following principles:

1. A user should be able to authenticate with the resttan
once and then be able to use any service for wgtiehhas
authorization for as long as she can present d fedierated
security token. The design should, in other workslp
reduce the number of sign-ons to the federation.

2. Using a client initiated authentication scheme, & lient
(WSC) system should be responsible for logging uker

international standards with SAML 2.0 as a

into the federation before starting to interacthnéiny WS
provider (WSP).

3. Inspired by current work on short-lived PKI cexidtes [9]
the security token must have a limited lifetime dwehce
eliminate the need for revocation checks by WSPs.

4. Security tokens must be verifiable “out-of-band” WSCs
and WSPs, i.e. without having to communicate witly a
third party.

5. Security tokens should be able to carry basic essat-and
client-system attributes that most WSPs use fogilag
and/or authorization. The design should supportsttru
delegation/re-use, such that when the credentidlsnithe
security token have been verified, the embeddethatés
can also be trusted. In effect this reduces thertefhat
WSPs must put into implementing web services. #oal
stabilizes the entire architecture by reducing esyst
dependency to a minimum.

The proposed solution consists of:
e Atrusted Security Token Service (STS)
Security tokens as SAML Assertions

e Client initiated authentication that results in S3ighed
SAML assertions

*  Core attributes embedded in the SAML security token

Figure 1 shows a simple interaction between a WCSTS,
and a number of WSPs:

Step 1. The user authenticates with the federation eithetr j
in-time before calling a service or as part of el
log-on to the WSC system. The WSC builds a SAML
assertion with core attributes and user credenfials
this case a digital signature.

Step 2. The STS checks that

a. the WSC is on the white-list of systems and that th
the user is not on the black-list of users notvedid to
enter the federation

b. the user’s digital signature is valid
c. the user’s certificate is valid and not revoked

Step 3. The STS now seeks to verify that the client-spedifi
core attributes are valid by using backend attabut
services.

Step 4. If everything is OK, the security token is signedthe

STS and returned to the WSC.

Step 5. The security token can now be used in interactiatis
different WSPs until it expires.

Step 6. Upon receipt, the WSPs validate the security takah
leverage the embedded attributes for logging and

authorization.

Step 7. Finally a result, i.e. business information or aroeis

returned.



Certificate ribute-
Authority (CA) Service

Web Service Web Service
Provider 1 Provider 2

Security Token
Service (STS)

0

s

Web S ice
Client

Figure 1. a simple WSC/WSP interaction

It is important to note the temporal flexibility taeeen steps 1-4
and steps 5-7: The authentication request for fi®@ &uld be
executed as part of the user’s log-on to the WSesy. They
could even be performed asynchronously and woulg lmecome
blocking if the user entered a step in a workfloheve entrance
to the federation was needed, for instance in otdegather
information from outside the system.

The maximum validity of security tokens is 24 hourghe SOSI
proposal. However, the amount of trust a WSP caninia the
security token depends on how old the token isther words
the level of trust degenerates over time.

If the token is 5 minutes old when received by aRNthe WSP
can be pretty confident that it is still the sanseruoperating the
console. The SOSI proposal opens up for the pdisgithiat the
WSP can choose to reject security tokens thattaedld” at its
own discretion.

It is worth noting that this mechanism is in costrdo the
“single-sign-on” requirement: If all WSPs rejectegty tokens
that are more than 5 minutes old, the user wilfdreed to re-
login to the federation every 5 minutes. This sHptiowever,
only happen for services, which provide very sévesit
information and hence demand very rapid time-outs.

4. AILMENTSAND CURES

Faced with a lack of product support due to a lafgrofiles for
SAML based web service interactions, it became rclbat
support for the SOSI profile would have to be impdated into
every it-system in the federation in a custom manne

While the SAML AttributeStatement although somewberbose
in its syntax is not hard to implement, creating XMigital
signatures is an entirely different story.

A programmer whose development platform does ngpau the
XMLDSig [14] standard out-of-the-box will have téepe signing
and verification functionality together e.g. fromceypto API.
This includes creating secure hashes of data, mmgiéng
canonicalization algorithms, encrypting and dedngtbase 64
encoding and decoding, manipulating XML structuess] more.

As a remedy to this ailment it was decided earlyt@muild a
Java based library, “Seal.Java’ [1] that would pmevan
abstraction, which would allow a developer to warith high-
level primitives and not worry about envelope fotspadigital
signatures, or the darker secrets of the baseg®fidim.

The EHR systems that entered into the SOSI prdjeat the
hospital side were mainly Java based, and whilé.Ba@a was
relevant here, it could not be used with the EHReyis from
the GP side that are mostly rich Win32 or .NET &gapions.
This fact spawned Seal .NET [6], with the exact saugose as
its Java sibling.

Both projects have been constructed on an Openc&digense
and are available for general scrutiny via the web.

Third party software suffers from the “not inventdtere
syndrome”, a problem which the library projects gituto

address by going to great lengths in testing, wniand
publishing quality reports. When response timeshagh, multi-

threading issues fixed, code coverage of the tett svell above
95%, and long term endurance testing of all APlhods does
not show any leaks; when the entire library is toiudm scratch,
and all tests exercised on a nightly basis wittsHreesults
published online in the morning [2], chances arkert will

accept it as stable and useful as well. Adoptiohath libraries
has proven to be high with most peers using them.

During development of the libraries, the idea sue€athat it
would be useful to implement XML Schema validation the
XML, SAML, SOAP, WS-Trust, etc. that was passeduarb
Validation would improve overall quality and gerlefaith that
standards were followed.

Unfortunately that proved to be very difficult.

A profile that cuts across specifications is ineefflimiting the
number of possible choices a developer can makeldio it be

great if it were possible to express the new séiofed choices
in supporting schemas as well? It isn’t! For ins@rhow do you
express that it is a requirement to have an eneelapgnature
inside a SAML Assertion if the user authenticatsthg PKI?

Expressing such complex conditions is beyond amavelvhat
you can do with XML Schema. Even if it were possjbthe
problem of how to version a set of XML Schemas amcert
arises: There is no great way today in which exgtchemas
can be narrowed under the same name space.

For development purposes, it was decided to mab#yoriginal
schemas, SAML, SOAP, etc. to allow only those elasehat
were mandated by the profile. While helpful fortieg, these
schemas would not be used for production becausg were
overly strict and hence not compatible with off-gteelf products
that will attach extra non-critical SOAP headedss,i etc.

Recently, a central test center for web servicesha Danish
health sector has been launched. The test centeapisble of
emulating clients and servers for various concseterices to a
certain point not including too much business loflics manned
by staff that can monitor requests and responses,aéd in
debugging. The center provides value in ensuriag afi parties
wishing to implement a service will get past sytitat obstacles
with the profile as well as with the model of thensce in
question.



The OIO initiative mandates that web services dghobe
designed in a contract-first manner, where theisennterface,
the WSDL, including data models and service endrgpiis
defined independently of the code that implements i

Unfortunately not that many off-the-shelf toolkitgve good
support to such a development paradigm. Now thatngp was
already being implemented, it was decided to aaffontract-
first WSDL tool that would allow for the easy crieait of service
interfaces as well.

Tooling is an important mechanism to help bridge tmap
between specifications and products. Tools can mtie
difference as to whether a particular it-systeml Wwé able to
participate in a certain scenario or not and withiiem, the
SOSI project would not have been possible.

While providing tools and libraries to lower thergbhold of
integrating existing systems, there is also a aisg&ociated with
such a strategy: Source code, no matter how wettemr will

always have flaws, errors, or lack a feature fgiven situation.
Without an organization to maintain the code, ill wiventually
fail to be helpful. Such an organization is curhenbeing
formalized.

On the other hand, it is actually possible to tthee profile over
time or align it with coming standards, when alitfgs rely on a
few infrastructure components. Given the volatitifythe current
specifications for federations of services, thigtmiprove to be a
crucial strength.

5. LOOKING FORWARD

Federated identity management has evolved ovempdst few
years, and there are now a couple of frameworks Ithight
address the needs in the SOSI architecture. Mdsiblyp the
Liberty Alliance recently published version 2.0itf Liberty ID-
WSF, which defines interaction scenarios for wetvise clients
with SAML via SOAP over HTTP. Future work will exame
Liberty and alternatives in order to evaluate wkethwould be
feasible to align the SOSI project without criticapact.

Parallel to the initiatives in the health sectoheTMinistry of
Science, Technology and Innovation is driving othglot

projects that address slightly different needs, drfine similar
architectures. The OIOSI [11] project for instanise being
pushed for secure asynchronous business documeimrege via
the internet using PKI and web services.

The health sector specific infrastructure musteaabgned with
a future national infrastructure for all of the fpiatsector without
violation of the identified design criteria.

While digital signatures are currently being toutadDenmark
asthetechnology to identify citizens and professiorelike, it is
loved more by engineers than by end users. A dligigmature is
cumbersome to deal with and certificate managenntot
mature from an end-user’s perspective.

At the time of writing two initiatives that extenthe SOSI
architecture are in the crucible:

First, a security gateway, SOSI-GW, is being dgwetb that
enables trusted domain cross-over. This vastlyaesithe effort
in implementing SOSI support for web service clent

Secondly, a “logging and control” attribute hub andnitor is in
an early design phase. The tool monitors and mamttribute
reliability, in effect taking over attribute managent and
resolution on behalf of all WSPs in the federation.

On the longer term, biometrics could have a plase tlee
identifying technology, which would release thevpte key of a
certificate instead of a password. The driving doiar biometrics
will, however, not be the increased security, the fact that
identification will become easier.

6. CONCLUSION

The proposed architecture has been developed atetita real
life, and the results are very promising with resge both the
development process as well as the implementatffort.e

At the time of writing end-user feedback has natrbgathered
yet, but purely from a technical perspective theoppsed
architecture exhibits a set of nice qualities teapport the
special requirements for the health sector:

e Single-Sign-On to Web Services within the federation /
trust domain.

e Authentication levels. Users and systems can be
authenticated with different degree of certaintgpending
on the credentials that the principal presentssTihiin
accordance with the guidelines [7] from NIST on eththe
Danish Ministry of Science, Technology and Innovathas
based their authentication guidelines.

e Reduction of impact of unavailable of services. If, for
instance the STS is unavailable, only users withaut
security token or with an expired security tokenll e
hindered in their treatment. All other users canticmie to
treat patients until their security token expires.

* Reduction of the effort that WSCs and WSPs must put into
implementing web services. WSPs only have to tthetk
onecertificate (the federation certificate owned bg STS).
Core attributes are available together with theussc
token.

*  Maximum performance. The number of requests/messages
is minimized. When the trust has been establisties (ser

has logged in to the federation), the WSC and WSP

communicate directly with no third party involved.

* Reuse of existing infrastructure. The design reuses
existing infrastructure for establishing securenci@s that
takes care of confidentiality and stream integrapd
prevents known cryptographic attacks.

The positive experiences with the architecture agndfile
outweigh the downside of not yet having internaglostandards
that fit the requirements of the Danish healthaect

SOSI is currently acknowledged as the best solutmrihe
integration challenge, and at the time of writingultiple

projects that implement modules and systems base&decSOSI
design, its standards and the associated OpeneSmais are in
the making.
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